Dich vu tén mién



NOi dung

Vai trdo cua DNS

Hé thdng tén mién

Cé4c thanh phan cda hé thdng tén mién
Co ché giai tén mién

Cac van dé vé bao mat

Cac loai server DNS

Cai dat va cau hinh DNS



Vai tro cua DNS
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Host name : www.fo0.co.jp
IP address : 192.168.0.40




Vai tro cia DNS

Phan giai tén mién thanh IP

La dich vu can thiét cho cac dich vu mang
kKhac

C6 nhiéu gidi phap

— WINNS, NIS, DNS, host file

Giai phap tap trung

Giai phap phan tan

— Chtrc nang, di¥ liéu, quan ly



Hé thong cac tén mién-cau truc
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Hé thong tén mién-cau truc

Goc “”

Tén mién cap 1

— Chirc nang (gTLD), quéc gia (ccTLD), tai tro (sTLD)
Tén mién cap 2

— Chirc nang-quéc gia, tinh-quoc gia, khac
FQDN-tén mién day du

— www.hut.edu.vn.



Hé thong tén mién-quan ly

ICANN (Internet Corporation for Assigned
Numbers and Names

Root Servers Systems Advisory Committee
(RSSAC)

Uy quyén cho

— Cac uy ban cua cac nudc (ccTLD)

— Cac nha dang ky (gTLD, sTLD)

— Cac nha dang ky pham vi tuwng nuéc
Uy quyén hoan toan

Nguyén tac bén trai




Cac thanh phan cua hé thong tén mién

* Root Server

 TLD server

« Cac server khac
 DNS resolver

e D{¥ liéu trén cac server

— CAu hinh clda cac server
— DU liéu dugc phan bo trén server (zone file)
— D lieu b6 nhd dém



D{t liéu phan bo trén server

« Zone file: lwu trir cdc théng tin vé mot zone
e Cac ban ghi trong zone file
— Théng tin chung vé zone

— Théng tin vé cac host trong zone (A, AAAA,
CNAMIE)

— Théng tin vé cac dich vu trong zone (MX, SRV, ....)
— Théng tin vé cac subdomain trong zone (NS)



Khong gian tén va khong gian dia chi
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Quan ly khong gian tén

M®c van

. . Mdc hanh chinh 3
Tinh chét Mirc toan cau | oC o arnceminiih a n o h
(administratial) | (managerial
)
Qui mb dia Iy Toan cau I%Lr‘]oc gialto chie | 12 e nhé
Sé lwong server twong tac Mot vai (16) Nhiéu Lon
Théi gian dap rng Giay 10-3 giay Ngay
Tbc do cap nhat it cap nhat Lién tuc Lién tuc
Sé lwong sao lwu Nhiéu RAt it Khéng ¢6
B& nhé dém trén client Co Co Cé




Co ché giai tén mién khéng dé qui

Client giri yéu cau dang khéng dé qui dén server
— Server thoa thuan voi client co ho trgr hay khéng
Néu khong

« Néu ton tai host, g¥i théng bao tra 1&i vé cho client

« Néu khéng co tra 1 1a khdng ¢6 host nao nhw vay

« Néu server dang ban baoloi

l\rl]éu)cé Server tim trong di¥ liéu cuc bd (khéng
thay

Server gwri cho client dia chi cua cac root server
Client hdi Cac root server vé tén mién

Cac root server tra lai dia chi cua cac DNS
Client tiép tuc hdi cac server khac



Co ché gial tén mién dé qui

Client gvi thdng bao dé qui dén server

— Server thda thuan v&i client co ho tro hay khéng

— Néu ton tai host, giri théng béo tra 1&i vé cho client
— Néu khéng c¢é tra I&i 1a khdng c6 host ndo nhw vay
— Hoac tra |&i |a host dang ban

Server tim trong di¥ liéu cuc bd (khéng thay)
Server gui cho cac root server

Cac root server gui IP cac NS TLD

Server héi cac server khac vé tén mién

Tra |&i lai client



Dién gia1 ngugc t€n mi€n

GUi thdng bao yéu cau dién gidi nguoc

— Khong co nhiéu DNS server ho tro

Dung zone nguoc dé lwu trik cac théng tin
giai dia chi nguwoc
142.47.202.in-addr.arpa.zone

Cac ban ghi PTR



Cac loa1 server DNS

Cac thao tac gitra

* Quan ly cac théng * Quan ly cac thong » Khéng tham gia - Cap nhat day du
tin lién quan den tin vé& mot mién da vao qua trinh zone
mot hoac nhiéu dwoc Master quan quan ly thoéng tin « Cap nhat téng
tén mién ly cua domain dan

* Tra 10i cac yéu * Nhan thong tin vé * Chi lwu trir cac . Thong bao vé sy
cau lién quan dén mién théng qua thdng tin bang bd thay ddi
tén mién thao tac chuyén nhé dém - Cap nhat déng

» Chuyén tiép cac mién ' -
yéu cau néu

khéng co théng tin
+ Cac thong tin tra
l&i dwore 1y cuc
b tr server
» Cac théng bao tra
o1 dwoe dat la
Authoritative



Cac loai server DNS
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Cai dat DNS duwoi linux

e Cau hinh mang vadi IP co6 dinh
e Cai dat cac goi

— bind9

— bind9utils

— dnsutils



Qui trinh cai dat

Master server Slave

server

Install BIND program

-

-

Make configuration file

.

<t

Making zone data file

<> Forward lookup zone data file
<> Reverse lookup zone data file

Making zone data file

<> Forward lookup loopback zone data file & Cache file

<> Reverse lookup loopback zone data file

<> Cache file

<> Forward lookup loopback zone data file
<> Reverse lookup loopback zone data file

L

|

Configuration of resolver

>

>

Start DNS server and operation verification




Cau hinh bind

e — ——

Configuration file R i T
g ¢ Zone data D

T e

> Forward lookup data file

> Reverse lookup zone data file

» Forward lookup loopback zone data file

Reverse lookup loopback zone data file

v

> Cache file




Cau hinh bind daemon

‘letc/named.conf’ file

options {
directory "/etc/namedb";
Y5

zone "localhost™ IN {
type master;
file "localhost.db";

}s

zone "0.0.127.in-addr.arpa" IN {
type master;
file "localhost.rev";

};

zone "fog D" IN { criiiiiiiieeiienneenns

type slave;
file "foo.db.slave";

masters {
192.168.90.190 ;
};

}s

zone "@.168.192.in-addr.arpa" IN { ... (2)
[ type slave; |
file "foo.rev.slave";
masters {
192.168.90.10 ;

}s

}s

zone "." IN {
type hint;
file "named.root";

Hs




Forward lookup

‘letc/namedb/foo.db ‘ file

$TTL 86400

foo.co.jp. IN SOA nsl.foo.co.jp. root.foo.co.jp. (
2004072201 ; serial
10800 ; refresh
3600 ;5 retry
3600000 3 expiry
86400 ) 5 minimum
fo00.co.jp. IN NS nsl.foo0.co.jp.
foo.co.jp. IN NS ns2.foo.co.jp.
nsl.foo.co.jp. IN A 192.168.0.10

ns2.foo.co.jp. IN A 192.168.0.20




Zone file

$TTL 86400

localhost.

localhost.

localhost.

IN

IN

IN

SOA localhost
2004072201 S
10800 5
3600 2
3600000 2
86400 ) 2
NS localhost
A 127505071

2 root.localhost.
serial

; refresh
; retry
; expiry

minimum

(




Reverse lookup

‘letc/namedb/foo.rev’ file

$TTL 86400
0.168.192.in-addr.arpa. IN SOA nsl.foo.co.jp. root.foo.co.jp. (

2004072201 5 Serial

10300 ; refresh

3600 ; retry

3600000 5 expiry

86400 ) 5 minimum
0.168.192.in-addr.arpa. IN NS nsl.foo.co.jp.
0.168.192.in-addr.arpa. IN NS ns2.foo.co.jp.
10.0.168.192.in-addr.arpa. IN PTR nsl.foo.co.jp.

20.0.168.192.in-addr.arpa. IN PTR ns2.fo0o0.co.jp.




Zone file

‘letc/namedb/localhost.rev’ file

$TTL 86400

0.06.127.in-addr.arpa. 1IN SOA localhost. root.localhost. (
2004072201 ; serial
10800 ; refresh
3600 ;5 retry
3600000 5 expiry
86400 ) 3 minimum
0.0.127.in-addr.arpa. 1IN NS localhost.

1.0.0.127.in-addr.arpa. IN PTR localhost.




Cache file

‘letc/namedb/named.root’ file

formerly NS.INTERNIC.NET

- Ne W N

3600000 IN NS A.ROOT-SERVERS.NET.
A.ROOT-SERVERS.NET. 3600000 A 198.41.0.4
5
; formerly NS1.ISI.EDU
. 3600000 NS B.ROOT-SERVERS.NET.
B.ROOT-SERVERS.NET. 3600000 A 128.9.0.107
; operated by WIDE
. 3600000 NS M.ROOT-SERVERS.NET.
M.ROOT-SERVERS.NET. 3600000 A 202.12.27.33

; End of File




‘letc/resolv.conf  file

resolver

domain foo.co.jp
nameserver 192.168.0.10
nameserver 192.168.0.20

; nsl,foo.co.jp

( ‘telnet’ command, etc.)

Network command

; ns2.foo.co.jp

‘letc/nsswitch.conf’ file

l

Resolver library

#
# /etc/nsswitch.cont l
#
Order of name resolution E’etC/nSSWitCh-Confj
passwd: filed dns (DNS ) — files ( /etc/hosts )
shadow: files ’/////’, (1 (2)
group: files /////
hosts: dns files /etc/resolv.corﬂ E Jetc/hosts j
Resolver
configuration file
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Han ché trao ddi zone

foo.cojpzore =
2 X | 3
Master server e _|
E nsl.foo.co.jp ==
R t uanli 192.168.0.10 =
°$ggﬁ2 @rmlssm = —  refusal equestiol
‘ ey | zone transfer
transfer 9 - ‘ 1 oz
/ ‘ a_ - '
> = < :
. } ‘letc/named.conf’ of master server :
Slave server options {

ns2.f00.co.j directory "/etc/namedb";
19221ea:e.iep allow-transfer { 192.168.0.20; }; ]

The zone forwarding request is
refused excluding specified
network IP address

R 4

Permit the zone
transfer to
‘ns2.foo.co.jp’ which
is slave server

----------------------------------------------




Cap nhat thong tin trén DNS

Change procedure of zone data file when a host is added

(1) Add ‘A’ record to the forward lookup zone data file and update the serial number

(2) Add ‘PTR’record addition to the reverse lookup zone data file
and update the serial number

(3) Restart the DNS server

(4) Verify by the ‘host’ command, etc

\

Host name : ns1.foo.co.jp Host name : ns2.foo.co.jp New host name : server.loo.co.jp
IP address : 192.168.0.10 IP address : 192.168.0.20 IP address :192.168.0.100

- 3 23
- | — — |

..]"|

o "“LNewly added host]

> ._-'?If; Firewall

D—1— T | T <

ff:‘ssi!iﬁisf J723 iY ’Q FEEEEREAARY




Bai tap

Cai dat bind9

Xac dinh cac tép cau hinh

Xac dinh cac tép dit lieu cho localhost va cho hint

Cau hinh master server quan ly domain is12.hedspi
Cau hinh cdc mdy may1, may2, may3 trong domain noi
trén anh xa sang dia chi IP cua may

Cau hinh /etc/resolve.conf dé s&r dung may cuc bd nhuv
DNS server.

Cau hinh server dé str dung duwoc Internet nhu binh
thuong.
Dung CNAME dé ciu hinh may2 may3





